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.|| Fingerprints Everywhere

| Human Fingerprints |

.

| Digital World Fingerprints |
' %6 oca

How are they tracking devices?
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)i Device Fingerprint: An Example

* Tracking exists in the real world!

Are you unique?
Yes! (You can be tracked!)

38.68 % of observed browsers are Chrome, as yours.
1.54 % of observed browsers are Chrome 62.0, as yours.
13.65 % of observed browsers run Mac, as yours.
0.46 % of observed browsers run Mac 10.13, as yours.
63.52 % of observed browsers have set "en"as their primary language, as yours.

2.05 % of observed browsers have UTC+8 as their timezone, as yours.

However, your full fingerprint is unique among the 556216 collected so far. Want to know why? JRel[199,3:3
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,|| Device Fingerprints Techniques

* How are device fingerprints generated?

Device Fingerprint

Software Variations Hardware Idiosyncrasies

« Difference in Protocol Stack/Network Stack ¢ Difference in spectral property of

« Difference in Firmware and Device Driver Radio Signal Transmitters
 Difference in installed Software « Difference in emitted radio frequency
« MAC Headers of NIC

» Unique and constant clock skews in
network devices

We exploit small deviations in mobile devices from
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,|| How are Mobile Devices Different?

* Smartphones are equipped with a wide range of sensors.

Sensors Everywhere
The average smartphone has at least 10 sensors.
Here are the most common.
Camera -
What would you ... Proximity Sensor

Gyroscope

do without your ~*=~. §
seflies? . e from ?w'gﬁ:?{l‘g with
<" Jourcheek during calls Accelerometer

Magnetometer

The magnetometer
measures the strength of

Pedometer
More and more
phones are including
a fitness element.” "~
Experts recommend

10,000 steps a day. “ " the magnetic field around
the device to determine
what direction it is

Light Sensor moving.

L] . L)
Have you ever )
turned your phone Accelerometer
oninthe dark and ="~ Have you ever —
wondered how your
= = phone knows which
way you are holding it
to display vertically vs.
horizantally? The
acceleromerter is the

had it been too
bright? Your light
sensor may have
been malfunctioning.

Thermometer

answer!
If you've ever left your .
phone out in the sun  ,+* .~
you've most likely seen it +* iR GerSCOpE

turn off due to heat. The
thermometer is useful to

If you like taking non-
. blurry photos you have

monitor internal operating R " the gyroscope fo thank
temperature. i : . g
P Fingerprint Microphone Camera shaa "
Sensor : =

: The oldest sensor on any
The new fingerprint sensor h Mi h ake it .
adds an extra layer of phone. Microphones make i n C
security to your phone. 5,:‘:'3:}::‘;;?‘; hear e O g S O ev I e
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,|| What is Fingerprinting Capacity Model?

* The capacity means to estimate how many devices can be
distinguished by their manufacturing variances.

* It is a theoretical (mathematical) model to estimate the capacity of
motion sensor fingerprint.

)
;

Zull
L
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)1 Key Questions in Devices Fingerprint?

Fingerprinting Capacity
What is the capacity of device fingerprint?
The model, analysis and feature.

O

Fingerprinting Factors De-fingerprinting Trade-off
Which factor infects the fingerprint most? @;vgw:l How to anonymize sensor data while
e retaining utility?

The user activity, device brand or device model.
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)1 Capacity Model

Expesc_tation
. . . . . : - = n=50
* Balls into bins in one dimension i - neto0
------ n=200

i - - -- n=500
2 — N=1000
1t One Collision
_ 5 L L 1 m
0 5 10 15 20

Two devices collide in N e ATa5]] one-dimension
one feature space. Process a feature

o : Device Feature Space
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)1 Capacity Model

Expesc_tation
. . . . . . / e Y

* Balls into bins in multi-dimension 4 e S T

3 ’ ":1 o - n=40

2! - == N=50

o . . _n=60

Two devices collide in 1 — One Collision

0

one feature space. 0 5 10 15 20 25 30 35"

two-dimension

: A Device Which
Process a feature

: Device Feature Space
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)1 Capacity Model

* We treat the fingerprinting problem as a classification problem.
* For ‘bin’, we use the classification layer as the feature space.
e For ‘ball’, each data piece of a device is treated as a ball.

* For ‘dimension’, two sensors (accelerometer and gyroscope) can be treated as
independent dimensions for device fingerprint.

wxk wxh LSTM 1 LSTM 2 160 A
; - 1xh

140 A

120 1

Feature space
Distribution of
one device

< / Soft-max Layer 20 |
I.. h.LI.I - I.IJ 1 : 1 L l
20

Stack-LSTM 0 40 60 80 100 120
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)1 Dataset

* With users’ permission, we collect motion sensor (accelerometer and
gyroscope) data from total 117 mobile phones with 13 different
brands.

Apple iPhone
Apple iPad
XiaoMi
Huawei
Samsung
OnePlus
MeiZu
Nexus
Vivo

Nubia
LeShi

LG

Lenovo
OPPO

0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35
Proportion
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,|| Capacity Model to Validate the NN Resul

The expectation of collided devices are increasing when the
number of devices increases in our experiments.

1.0
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.llCapacity Model to Predict Large-Scale Result

The expectation and the probability of indistinguishable devices.

14
- —- Expectation of collision / ==+ Probability of collision -
12{ —— One collision / 0.8/ — pr=0.5 et
7 e
c 10 / e
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For more than 200 devices, there is expected to be at least two collisions.
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)1 Key Questions in Devices Fingerprint?

Fingerprinting Capacity
What is the capacity of device fingerprint? The model,
analysis and feature.

O

Fingerprinting Factors g De-fingerprinting Trade-off
Which factor infects the device fingerprinting? @Evzl How to anonymize sensor data while
N retaining utility?

The user activity, device brand or device model.
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.|| Fingerprinting Analysis

* Influence of Static vs. Dynamic

State-of-the-art 96%
Our Work

On flat
surface

Arbitrary
human
motion

Mixed
data

9T%

State-of-the-art 11%

Our Work 91%

State-of-the-art 80%

Our Work 117 Devices 92%
Our Work 117 Devices with majority voting 99%
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)1 Fingerprinting Analysis Cont’d

e Sensors and axes
* First, we conduct LSTM-based fingerprinting on each sensor’s data separately.

* Each sensor has three axes, we fingerprint three axes of each sensor
separately.

Axis none none
Accuracy 90.26 68.62 7256 72.96 43.57 52.92 54.02 53.85
Fusing 91.41 87.01

Implies there is //

more correlation

among axes.
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)1 Fingerprinting Analysis Cont’d

* Influence of brands, models and human

. 93% 96% 93% 9% 89% %
The device

distinguishability

is slightly different

among different the human

brands or models. factor indeed
increases the

R —— difficulty
36#iPhone 19#iPad 12#iPhone6 8#tiPad Air2 Our model Random Forest device

Granularity . ’ ’ fingerprinting.
Different Devices Different Devices 12 Different Devices
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)1 Key Questions in Devices Fingerprint?

Fingerprinting Capacity
What is the capacity of device fingerprint? The model,
analysis and feature.

O

Fingerprinting Factors ”~
. . . . 5
Which factor infects the fingerprint most- I:vgv;:v:l
The user activity, device brand or device model.

How to anonymize sensor data while
retaining utility?

De-fingerprinting Trade-off
s v
-
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.|| De-fingerprinting (anonymization)

Anonymization effect Data utility
* Fingerprinting model result * L2 distance
e Step counter result

Tradeoff
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—e— LSTM fingerprinting model

0.25 —— SVM L2(=) 6
—=— Ramdom Forest

o \— Mean 30

3 Stdev 0

<

OhNiela el L2(=) 6
VCIEEE \ean  29.86
Stdev 0.51

10 20 30 40
L, distance

sy S Sz omanen | FH
Anonymization effect measured by - .  Dtscrminaer
different fingerprinting models

A
T

Step Counter Result

4/17/18 INFOCOM 2018



)1 Outline

Background

Fingerprinting Capacity Model

Fingerprinting & De-fingerprinting

‘ Summary

4/17/18 INFOCOM 2018



)i Conclusions & Future Work

* We propose a theoretical model to understand the capacity of
fingerprinting, it is a primary work and can be also used in other
scenarios.

* We design a deep neural network based model to fingerprint mobile
device sensors in real-life uses.

* We propose a novel generative model to anonymize sensor data while
retaining good data utility, but it is still needed to deeply investigate
that how vulnerable are the de-fingerprinting models against
different types of fingerprinting attacks.
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)i Datasets

e Our dataset is available, PLEASE feel free to DOWNLOAD it for
fingerprinting research.

e Link: https://drive.google.com/open?id=14eYWdB-
77NMUCuUi4dMZQPxpbjwZeNLi94

Introduction

For each motion sensor, i.e., accelerometer or gyroscope, three data sequences are simultaneously generated with with timestamps by three axes. So, in our
experiments, we obtain 6 data sequences from two motion sensors. Each sequence can be a channel of the neural network input. However, they are generated
with unstable time intervals, which depends on the schedule of the mobile operating system according to the real-time system load. Hence, we conduct piece-

wise cubic Hermite interpolation to obtain equally spaced data sequences as the inputs of neural networks. We divide continuous sensor data into 0.5-20-
second segments as our dataset.

Data format
Recommanded method to load the dataset:

with gzip.open(filename, 'rb') as £f:
dataset = pickle.load(f)
data = dataset[ 'data']
label = dataset['label']

Each file follows the format:

# dataset
{
# data, shape (number of pieces, number of sample points, 3 axes, 2 sensors)
'data’: []
# label, shape (number of pieces, )
'label': []
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https://drive.google.com/open?id=14eYWdB-77NMUCui4MZQPxpbjwZeNLi94

* Huiqi Liu
* liuhuigi@mail.ustc.edu.cn
e https://charlesliu7.github.io/
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